
Debit cards
A PIN number is an added security feature 

of chip and debit cards. To complete 

transactions with chip and debit cards 

the PIN number must be entered into the 

POS terminal. Be aware of observers who 

attempt to observe a cardholder entering 

the PIN number and advise the customer 

to block the PIN pad when the PIN is 

entered into the POS terminal. 

Debit card transactions are always 

PIN authenticated. When a MAESTRO or 

ELECTRON debit card does not require a 

PIN, it is suspicious. This may indicate that 

the card has been cloned with a credit card 

number and not a debit card number (this 

is captured on the magnetic stripe). Refuse 

Card fraud 
can cost you
Credit card fraud can cost your business 

dearly. High levels of fraud may result 

in the termination of the merchant 

agreement and the retraction of card 

POS terminals. 

Take care to monitor your revenue 

(volumes and values) in order to identify 

unexpected and abnormal transactional 

behavior. 

Abnormal transactions may indicate 

fraud. Do not do refunds to any card  

other than the original card presented 

for the purchase. Report suspicious 

transactional behaviour to your bank to 

investigate.

Look out for  
customers that:
■	Make random purchases, selecting items 

with little regard to size, quality or value.

■	 Provide you with an authorisation 

number that they allege to have 

obtained from the bank.

■	Cannot provide identification when 

asked, or asks what the floor limit is and 

makes small purchases to stay under the 

floor limit.

■	 Purchase an unusual amount 

of expensive items – beware of 

transactional values above the norm.

to do a transaction if the POS terminal 

does not require a PIN. Refuse to do a 

transaction if the card numbers on the card 

face and the electronic slip are not the 

same.

Card skimming
Card skimming to create cloned cards 

is a rapidly growing type of card fraud. 

Skimming at your store could be of huge 

reputational and financial risk to you and 

your business

Skimming is a method by which 

magstripe information on a legitimate 

credit card is obtained and transferred 

to a cloned card, which is later used 

fraudulently. The legitimate card and 

the cloned card copy are electronically 

indistinguishable.

Typically a collusive employee accepts 

a card from an unsuspecting cardholder, 

processes the correct transaction, but also 

performs an additional swipe through a 

skimmer which the employee later hands 

over to a criminal. The criminal then uses 

the captured data on the skimmer to create 

cloned cards. A skimmer can be as small 

as a lighter or smaller and could therefore 

easily be hidden under a jacket.

Business owners should take special care 

before employing staff that have not been 

carefully screened and whose references do 

not come from known and trusted sources.

When to report a credit card  
to the authorisation centre
■	You believe you have a counterfeit or 

altered card;

■	 The presenter/transaction is suspicious;
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■	 The signatures do not match;

■	An account number on the printed sales 

voucher differs from that on the card; or

■	 The customer does not have his card 

with him and insists on purchasing 

goods with a credit card number only.

When you accept fleet cards
■	A fleet card is issued to a specific vehicle 

and may only be used for purchases for 

that vehicle.

■	 The card number on the POS voucher 

must match the number on the card.

■	 The vehicle registration number and 

description of the vehicle on the 

forecourt must match the details 

embossed on the fleet card.

■	No drums, containers or tankers may  

be filled

■	Manual or supervisor-overridden 

transactions must be accompanied  

with an imprint of the card as proof  

that the physical card was at the 

forecourt. The card number on the POS 

voucher must match the number on  

the card.

■	 Spares bought over the counter should 

be for the vehicle as described on the 

card. Cards are embossed with the 

description of a vehicle. If necessary, ask 

for a copy of ID or driver’s license.

■	Do not supply loose tyres. Tyres should 

be fitted to the vehicle on the premises 

and should match the description of 

the vehicle and registration number as 

embossed on the fleet car.

■	No cash may be drawn on these cards.

■	Oil and any other lubricants may not  

be sold as takeaway products. The 

vehicle has to be topped up at the 

forecourt.

■	Watch out for a person who pays in 

advance on a card, advising that another 

vehicle will collect the fuel later.

■	Do not split transactions to avoid 

authorisation. 

■	 The POS device will request an 

odometer reading on all fleet cards. 

Check that the card has a full 

description of the vehicle, registration 

number and tank.

Additional information supplied by the  
South African Banking Risk Information Centre 
(SABRIC).

According to insurance specialist Allianz’s 

2018 Risk Barometer, business interruption 

and cyber incidents are seen as the 

biggest risk for companies today. Business 

interruption can occur due to cyber 

incidents and it is clear why cyber security 

should be a major focus in your business.

Cyber-crime is no longer just the 

nuisance as it started out to be in the early 

days. It is a massive underground industry 

estimated to rake in about US$600 billion 

per annum, just in data and trade-secret or 

IP theft. This affects both consumers and 

retailers.

The danger in the retail sector is that 

the importance of the safety of personal 

information collected from consumers is 

not necessarily always fully realised. Most 

organisations are complacent about their 

security, seeing it as a “bolt-on” and grudge 

expense that, once in place, can be left and 

largely ignored. Your IT infrastructure is only 

as safe as the awareness of your IT team 

or the service provider that maintains it. If 

the security components themselves are 

not safe-guarded too, such as SSL (secure-

sockets layer) certificate private keys, you 

are just as exposed.

Unfortunately, cyber-attacks are only 

taken seriously once an organisation has 

been breached and the damage has already 

been done, says Nina Nortje, technical 

director of ICT consultancy Xpertease.

The introduction and legal requirements 

of the Protection of Personal Information 

Act (PoPI) is placing some responsibility 

on organisations that collect data about 

consumers, however like properly securing 

IT, most companies are not implementing 

it correctly – or at all. The introduction of 

PoPI once again underwrites the sensitivity 

of client information and the responsibility 

of the collector to safeguard it.

The most obvious area in information 

protection is the client information 

databases, however other less immediately 

noticeable are targets such as:

■	Alteration of logistics instructions;

■	Brand terrorism such as altering 

ingredient labelling where a store prints 

its own product labels; and

■	 Price alterations

Components such as email, financial 

management and other line-of-business 

systems, as well as social media and 

websites are also targets.

A real threat that is easily overlooked is 

the human factor, where staff members 

may not consider the information that  
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against cyber attacks
Gone are the days when a retailer’s biggest fear was an armed robbery at his store. 

Criminals do not even have to enter your store anymore to steal from you. They can 

do it from any location in the world.



periods between these regular checks.

Areas that are just as important that are 

usually overlooked are:

■	User education (digital security literacy). 

Users are easy targets for phishing and 

whaling attacks. These are methods where 

someone purporting to be a legitimate 

representative of a trusted institution 

attempts to get valuable information on 

your own data, or on your customers.

■	Backups and regular viability testing of 

the backups.

■	Keeping up to date with threats, or at 

least ensuring you have a security partner 

that keeps you up to date and advises on 

remediation or prevention methods.

■	Have an incident response plan, such 

as our BattleBox™ solution (a collection 

of all backups, software and documented 

processes to recover your entire environ-

ment from scratch).

In terms of PoPI, once the data you have 

collected is no longer required, such as 

in the case of competition entries, you 

are obliged to remove and destroy the 

information. The same goes for information 

of a customer who no longer wants to 

take part in your loyalty programme. This 

protects your company as well as the 

consumer.

Without knowing details of the breach, 

it is not possible to accurately determine 

the extent of the damage, and furthermore 

some damages may only be realised much 

later after the hack. But the harm will be to 

your business as well as to your customer.

To the customer the damage could be 

financial loss, identity theft, annoyance 

and the risk of further social engineering 

attacks.

The damage can be extensive to the 

a company collects as sensitive or valuable. 

This is where social-engineering is an easy 

entry point.

Your ICT company can use controlled 

social-engineering awareness campaigns 

where users are intentionally challenged 

with common tactics used. If a staff 

member replies to the attack and supplies 

the information requested, they are 

identified as needing training – in most 

cases immediately. Where a staff member 

reports the attempt as suspicious, there is 

an incentive for that staff member.

Changing trends in security risks 

mandates on-going education about 

evolving cyber threats. And as much as 

your ICT service provider tries to work 

around such risks and inform people of the 

risks, the perpetrators keep working on new 

ways to fool people and breach security.

Be aware that there might be scams 

around your customer-loyalty programmes. 

There were instances reported where fake 

apps were used to get hold of customer 

information.

 What steps should be taken to 
make sure your data and other 
information are safe?
The natural and expected answer is to 

implement technology measures such as 

firewalls, anti-malware systems, data-

leakage prevention and similar components. 

However, as the IT needs of your company 

change, security requirements must evolve 

with your environment.

It is paramount that security measures 

should not be a bolt-on function to your 

IT infrastructure, but an integral part of 

it. That means that security must be an 

important prerequisite right from the initial 

IT planning (systems and operations) to the 

daily routine maintenance.

In IT implementation, there is a triangle 

of security: functionality, security and 

practical usability. That is why you need a 

security expert to design an environment 

so that security measures don’t make the 

system unusable or too tedious to use.

Regular security reviews should be 

done of the infrastructure and security 

measures, as well as PenTests (vulnerability 

penetration tests) focusing both on internal 

and external exposure. This should be 

supplemented with a monitoring and alert 

system to inform your IT team of any 

exceptions and suspicious activity in the 

business owner, often costing companies 

millions in lost revenue due to down-time 

of systems, as well as reputational damage 

and loss of consumers’ trust.

If you realise you have been 
hacked, what should you do?
Immediately isolate or shut down all your 

IT services – until you understand where 

the problem is. This means isolation from 

the internet too – especially removing any 

mobile-connectivity devices with their own 

internet connection capabilities such as cell 

phones or portable WiFi devices.

Get the right people in to assist you. 

Contact a firm that specialises in cyber 

security to assist you in identifying and 

containing the threat and activating your 

incident response plan.

It is important to prevent any further 

spread of whatever the threat is.

Apart from the lack of integrated 

security technology in some organisations, 

we often find that not nearly enough time 

is spent on the education of the IT users in 

a company. That is because store operators 

generally don’t accept how important this 

is, so their employees don’t realise it either.

Perpetrators will look for any soft 

area – because it is relatively easy to 

breach security by social engineering with 

a workforce that hasn’t received proper 

digital security literacy training.

Cyber-crime is real and very much at 

your digital doorstep, knocking on your 

digital door. If you don’t take measures to 

prevent attacks it is a matter of when, not 

if, you will be compromised.

Nina Nortje is the technical director of Xpertease, 
an ICT consultancy providing cloud and specialised 
services, such as IT governance, security, migrations, 
business integration and Azure cloud development.
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with our exciting bumper

back-to-school trade campaign.

Get in touch to �nd out more

on how to get involved.

*Turnover Dependent
HEAD OFFICE
TEL: 032 459 2820

CARELINE@FREEDOMSTATIONERY.CO.ZA

DURBAN
TEL: 087 350 7861

SALES@FREEDOMSTATIONERY.CO.ZA

MIDRAND
TEL: 011 314 0953

GPSALES@FREEDOMSTATIONERY.CO.ZA

EAST LONDON
TEL: 087 350 7862

ELSALES@FREEDOMSTATIONERY.CO.ZA

BLOEMFONTEIN
TEL: 087 353 7861

BFNSALES@FREEDOMSTATIONERY.CO.ZA

CAPE TOWN
TEL: 087 350 7863

CTNSALES@FREEDOMSTATIONERY.CO.ZA

FAX: 032 459 3255 FAX: 031 502 3754 FAX: 011 314 0957 FAX: 043 731 2421 FAX: 051 430 9618 FAX: 021 557 9155

sa
m

e 
re

al 
good value

same real good v
al

ue

same real g

ood v
al

ue

NEW
LOOK

PACKAGING


